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ABSTRACT  
Digital evidence has been an essential element in criminal trials nowadays, although its 
admissibility and credibility in the Pakistani legal system is full of hindrances. This paper carries out 
a doctrinal evaluation of digital evidence in the criminal justice in Pakistan with analysis of 
legislative gaps, inconsistencies in the judiciary and shortcomings in the operation. The study looks 
at main laws such as the Qanun-e-Shahadat Order (1984) and the Prevention of Electronic Crimes 
Act (PECA), 2016 and finds tremendous ambiguity in authentication requirements and chain-of- 
custody practices. The comparative analysis presented against the jurisdiction of the U.S., UK and 
India through the study reveals the shortfall of international standards in the uptake of digital 
forensics in the Pakistani jurisdiction. The results show that there is a continued reluctance of the 
judiciary towards admitting digital evidence, worsened by the lack of forensic facilities, poorly 
trained investigators and cybersecurity weaknesses. The discussion highlights the failure of such 
shortcomings in reasonably enjoying the right to a fair trial as enshrined in Article 10A of the 
Constitution of Pakistan, especially by defendants who might not have the means to contest 
technical evidence. The researchers end the research with recommendations that can be carried 
out based on the findings, such as legislative changes in admissibility over the rules, specialized 
training of judges and investigators and the creation of accredited forensic labs. In dealing with 
these systemic deficits, Pakistan will be able to place the evidentiary standards in line with the best 
practices in the world, thus making digital evidence a powerful instrument of justice instead of a 
legal uncertainty. 
Keywords: Digital Evidence, Admissibility, Reliability, Criminal Trials, Pakistan, Qanun-e-Shahadat, 
PECA 2016, Digital Forensics, Judicial Training, Fair Trial Rights. 
Introduction  
The use of digital evidence in criminal justice systems has become central in the countries of the 
world, as it is the key to investigations, prosecutions and adjudications. With pace of technological 
advancements gaining momentum, the digital footprint that includes social media activities, 
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emails, encrypted messages, and biometric information is now being heavily used to prove guilt 
or innocence (Casey, 2020). The spread of the cybercrime, financial fraud, and terrorist activity 
has created the need to shift the paradigm of evidentiary standards and thus force the legal 
systems to move on to accommodate the digital era (Kerr, 2021). Digital evidence carries with it 
opportunities as well as challenges in Pakistan where traditional rules of evidence have long been 
used to conduct criminal trials. Electronic transactions, internet-based harassment cases, and 
national security risks are among the high-profile cases that the country is facing questions of 
authenticity, admissibility, and reliability by the judiciary and the law enforcement agencies 
(Rehman & Abbas, 2022). This paper aims to evaluate critically the emerging role of digital 
evidence in Pakistan criminal justice system with the view to determining the extent to which the 
current legal framework is strong enough to address modern day needs. 
The international legal environment has experienced a radical change in the direction of digital 
forensics, where global legal jurisdictions like the United States, the United Kingdom or India 
create specialized procedures of the digital evidence collection, preservation and presentation 
(Smith et al., 2021). To give one example, the U.S. Federal Rules of Evidence mentioned the 
admissibility of electronically stored information (ESI) directly, whereas the Police and Criminal 
Evidence Act of the UK (PACE) includes safe guards to avoid tampering (Ormerod & McKay, 2020). 
Conversely, the legal framework in Pakistan is still at an initial stage, and it is based on long 
outdated legislative acts such as the Qanun-e-Shahadat Order (1984) and the Prevention of 
Electronic Crimes Act (PECA) 2016 that does not provide an in-depth guide to digital forensics 
(Malik, 2023). Although PECA has criminalized cybercrimes, there has been mixed application, as 
the courts tend to set higher standards of evidence in digital reality than analogous ones (Ali & 
Rizvi, 2022). This theological backlog poses serious doubts in the quest to fight technological 
crimes in Pakistan especially since digital evidence is often ruled out on mere technical grounds or 
concerns of insufficient probity. 
In this context, this research has enormous implications in Pakistan judicial system, as the validity 
of digital evidence may be a determining factor in any case involving high stakes criminal cases. 
The study will fill the gap between the theories and practice of the law, assessing the legal 
precedent, the gaps in laws, and comparative best practices (Khan & Bhatti, 2023). The 
examination of historic cases, including those where financial fraud under the Anti-Money 
Laundering Act or terrorist prosecutions based on digital intercepts were used, will help provide a 
clear picture of the system inefficiencies and suggest practical ways to fix it (Hussain, 2022). 
Moreover, the results will feed into the larger discussions on the reliability of evidence in the times 
when digital editing and deepfake technologies threaten the existence of finding the truth in court 
(Zubair & Shah, 2023). In the context of Pakistan swinging between the worlds of digital evidence, 
this study highlights the necessity of reforming legal norms to guarantee equity, precision, and 
judicial reliability following the world that is becoming more and more digital. 
Literature Review 
The changing prerogative of the digital evidence within the criminal justice systems has been 
discussed quite thoroughly in the modern legal literature, and the focus has been made on the 
evidentiary issues and procedural difficulties. According to recent research by Akhtar and 
Mahmood (2024), digital evidence has changed the ways of investigations especially in cases that 
involve cybercrimes and terrorism, where the standard evidentiary rules are not always 
satisfactory. As their comparative analysis of South Asian jurisdictions shows, although such 
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countries as India have already achieved much progress in the admissibility of digital evidence by 
means of amending the Indian Evidence Act, the legal situation in Pakistan is still limited by the 
outdated laws such as the Qanun-e-Shahadat Order (1984). Likewise, it is noted by Bashir and Riaz 
(2024) that there is an increasing digital divide in the judicial systems, with the courts in the more 
technologically advanced jurisdictions, such as the UK and the U.S., having established elaborate 
procedures of digital forensics, whereas Pakistan is struggling with the most basic questions of 
authentication of evidence and training judges. This is a clear indication of the necessity of 
modernizing the evidentiary provisions in Pakistan in order to be in line with the world. 
The admissibility and reliability of digital evidence has been one of the main topics in the recent 
criminology studies. In a systematic review of 150 criminal cases in Pakistan using digital evidence 
(Chaudhry et al., 2024), it has been revealed that almost 65 percent of the cases are dismissed 
because of the procedural weaknesses either in chain of custody or certification. Such results are 
consistent with the concerns expressed by Ferguson and Wilkinson (2024) on a global scale as the 
authors contend that in the absence of standardized digital forensics processes, the courts are 
likely to accept unreliable evidence, or arbitrarily reject probative digital evidence. Pakistan This 
situation is worsened by the absence of special branch forensic labs and staff as has been observed 
in the 2024 audit report issued by the National Forensic Science Agency. According to the report, 
only 18 percent of Pakistani law enforcement agencies can access basic digital forensic tools as 
compared to 89 percent of the Indian and 97 percent of the UK. Such technological gap not merely 
promotes the question of credibility of digital evidence but also casts a big question mark on the 
feasibility of due process and fair trial rights. 
Another important point of inquiry has been developed around the role of digital evidence 
interpreted by the judicial system. In a study of 30 high-profile cases in Pakistan, Ghani and Iqbal 
(2024) found an alarming trend of judicial inconsistency in which similar types of digital evidence 
(e.g. call data records, social media posts) were handled differently by different courts. This 
contradiction is caused by the fact that there are no authoritative precedents or even judicial rules, 
thus, there exist what can be called, by the legal scholars, the digital evidentiary arbitrariness 
(Hassan & Mirza, 2024). The comparative analysis report by International Legal Consortium (2024) 
recommends that Pakistan may consider using a similar type of reliability-centered approach of 
the U.S. Daubert standard to the expert testimony on digital evidence, where courts are offered a 
step-by-step approach to assessing whether the testimony is valid and reliable. Nevertheless, 
these reforms, as Khan and Abbas (2024) warn, should be specific to the legal and technological 
setting of Pakistan not to produce unrealistic standards that would make the evidentiary process 
even more complex. 
The nexus of digital evidence and human rights has also attracted a great deal of academic 
interest. A report published in 2024 by the Pakistan Human Rights Commission presented an 
account of how marginalized defendants disproportionately bear the effects of flawed digital 
evidence practices accordingly the defendants lack the means to effectively challenge the 
technical evidence. This corresponds to the more general criticism of the legal theorists of 
Thompson and Chen (2024), that digital evidence regimes should strike a balance between 
investigative effectiveness and protection against rights abuses. This balance is especially fragile 
in Pakistan because Zaidi et al. (2024) have identified that 72 percent of the times that convictions 
resulted based on digital evidence in an anti-terrorism aspect, courts only relied on 
uncorroborated electronic information. Such results highlight a necessity of reforms that would 
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not only increase the technical strengths of digital evidence but also make its use consistent with 
constitutional rights to due process and fair trial. 
Research Gap 
Although, scholars are increasingly paying attention to digital evidence in Pakistan, there is a 
severe gap in defining the mechanisms behind the systemic impediments to the successful 
application of digital evidence in criminal trials. The studies that have been conducted have mainly 
centered on legislative gaps and judicial disparities, but have not essentially paid much attention 
to operational difficulty that the law enforcement agencies undergo during collection and 
preservation of evidence. Empirical research on the difference in the practice of digital evidence 
at various levels of the judicial system of Pakistan, i.e., lower courts to the Supreme Court is also 
scanty. Moreover, comparative studies mostly point out the international best practices and very 
few of them analyze the possibility of bringing these models to the resource-scarce country 
Pakistan. Probably most importantly, the rights-defendant side of the argument, especially how 
the economically disenfranchised accused individuals negotiate a justice system that is pushing 
more and more towards technical evidence that is hard to contest without specialized expertise 
has not been addressed well in the literature. This knowledge gap also fails to offer answers to 
important questions regarding access to justice in the current changing digital evidentiary 
environment in Pakistan. A lack of more extensive, Pakistan-specific studies of the interplay 
between the practice of digital evidence and constitutional safeguards is a critical gap in the 
literature in general. 
Problem Statement 
In the criminal justice system in Pakistan, the admissibility and reliability of digital evidence have 
serious systemic weaknesses that jeopardize criminal justice integrity. The lack of definite legal 
norms and modern procedural guidelines, in spite of technological progress, causes the 
arbitrariness of the way in which the courts judge digital evidence, resulting in inconsistent 
verdicts. Ineffective evidentiary legislation does not account as significant the problems of data 
authentication, chain of custody, and forensic verification, whereas poor technological 
infrastructure and the lack of trained digital forensic expert further endanger evidence integrity. 
The judicial reluctance is caused by both lack of technical know-how and the absence of uniform 
procedure that translates into either a paralyzing fear of admitting critical evidence or blind trust 
of the possible unreliable digital data. Making this situation worse are the arising cybersecurity 
threats such as tampering of evidence, deepfake manipulation, and corruption of data that 
undermine the confidence in the digital evidentiary processes. These complex issues form an ideal 
storm in which critical cases can be determined on the premise of faulty or inappropriately 
evaluated digital pieces of information that may predispose a wrong again the law. Unless 
thorough legal reforms, infrastructure development, and advanced training in the judicial system 
take place, the justice system in Pakistan will become even more ineffective in a world where 
digital evidence is becoming essential to prove the modern crime. 
Objectives of the Study 

 To examine the legal provisions governing digital evidence in Pakistan. 
 To assess judicial trends in admitting and evaluating digital evidence. 
 To identify gaps in laws and procedural safeguards. 
 To propose reforms for enhancing the reliability and admissibility of digital evidence. 

Research Questions 
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1. What are the existing legal frameworks for digital evidence in Pakistan? 
2. How do Pakistani courts determine the admissibility and reliability of digital evidence? 
3. What are the major challenges in the use of digital evidence in criminal trials? 
4. How can Pakistan improve its legal and technical mechanisms for handling digital 

evidence? 
Methodology 
This paper will use a strict doctrinal method of research approach to examine the legal system 
concerning digital evidence in Pakistan in a systematized manner. The research studies the primary 
sources of law such as statutes, case law, and legal commentaries and this allows defining the 
complete picture of the existing evidentiary standards and their use in criminal proceedings. The 
doctrinal approach makes a detailed explanation of the Qanun-e-Shahadat Order (1984) of 
Pakistan and Prevention of Electronic Crimes Act (PECA) 2016 possible, covering the perceived 
gaps between the intent of the legislation and its application by the courts (Malik, 2023). The 
method is especially appropriate to study legal subjects since it offers an organized discussion of 
the working of the written law, and how it is understood and applied in practice (Smith & Doe, 
2022). Such investigation will also be conducted on secondary sources like law journals and policy 
papers to provide a background to the context of the digital evidence system in Pakistan to the 
larger discourses on technology and justice in jurisprudence. 
An important part of the approach is a comparative analysis of standards of digital evidence in 
other jurisdictions, such as the United States, the United Kingdom, and India. Such countries have 
now established elaborate systems of managing digital evidence, including the U.S Federal Rules 
of Evidence (FRE) and the U.K. Police and Criminal Evidence Act (PACE), which offer clear 
prescriptions on authentication, chain of custody, and expert testimony (Brown & Wilson, 2021). 
The comparison of Pakistan legal framework with these models reveals the best practices that can 
be adopted to the Pakistani one. The comparative analysis does not only help to reveal gaps in the 
Pakistani approach, but also provide empirically justified solutions that have improved the 
evidentiary reliability elsewhere (Khan & Ahmed, 2023). Such cross-jurisdictional perspective will 
be important to suggest changes that will be theoretically correct and practically possible. 
The paper shall also have an in depth review of landmark Pakistani cases that used digital evidence 
to measure court trends and inconsistencies within Pakistani courts. The examples of the cases 
that were conducted under PECA or were related to financial crimes (fraud) and terrorists can give 
reality lessons on the way in which courts can assess digital evidence (Ali & Rizvi, 2022). After 
evaluating the rationales presented in such cases, the study finds that certain trends of 
admissibility challenges recur, such as regular rejections based on the absence of certification or 
forensic verification (Hussain, 2023). This case-law review has been complemented with 
interviews of legal practitioners and forensic experts to get the ground level issues on collection 
and presentation of evidence. The intersection of the three methods of statutory analysis, 
comparative research, and case-law review will secure the comprehensive scope of the 
interpretation of the digital evidence in Pakistan. 
Lastly, the research strategy has a theoretical basis, which is based on legal premises of 
admissibility of evidence and digital forensics. It uses such theories as the reliability test of 
electronic evidence, which is used to assess whether the Pakistani legal environment complies 
with the current needs (Casey, 2020). The research also works with digital determinist critiques 
that warn against the excessiveness of using evidence, technological or other, without adequate 
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protection (Zubair & Shah, 2023). Combining these theoretical views, the study does not only 
identify the current issues but then also suggests a normative model of change. This is a complex 
approach that will make the research well-rounded, academically sound, empirical, and it will 
provide the government with policy-relevant recommendations that can be incorporated by 
legislators and judiciary as well as law enforcement agencies in both Pakistan and beyond. 
Theoretical Framework 
In this work, legal theories of admissibility of evidence such as the notions of relevancy, 
authenticity, and hearsay are considered, as applied to digital evidence. The doctrine of relevancy, 
which appears under Article 3 of the Qanun-e-Shahadat Order of Pakistan, states that evidence 
should be relevant to the facts in issue, and the abstraction of digital data has proven this criterion 
to be difficult (Malik, 2023). The digital evidence under Article 164 is subject to the principle of 
authenticity, which requires a test of origin and integrity but there are no obvious technical criteria 
to which it can be applied (Rehman & Abbas, 2023). The hearsay exception is also a complication 
on its own, due to the gray zone between primary and secondary evidence in the form of 
automated system-generated evidence (e.g. server logs) (Khan, 2023). The theoretical tensions 
reflect the international discussion over the adaptability of the traditional rules of evidence to 
digital environments, specifically, whether legislatures and courts should lean toward maintaining 
the procedural formality in evidence (as in the case currently in Pakistan) or toward the framework 
of greater flexibility in favor of reliability (Casey, 2023). 
The framework also uses the framework of the digital forensics and cybersecurity theory. The four 
principles contained in the ACPO guidelines; preservation, documentation, competency, and 
accountability, give a normative model of evidence handling that is lacking in Pakistani procedures 
(Brown & Wilson, 2023). The principle of exchange, which is essential in regards to digital forensics, 
is not feasible in the Pakistani context since the chain of custody is frequently interrupted by the 
ineffective evidence collection procedures (Punjab Forensic Science Agency, 2023). Cybersecurity 
theories of data integrity (Parker, 2023) provide awareness of the impact of weak encryption 
standards and prevalence of man-in-the-middle attacks in Pakistan against the evidentiary 
credibility. The interplay of these two theoretical perspectives indicates that there is a gap 
between the legal norms and technical realities in Pakistan, indicating that any reforms must not 
only consider the jurisprudential aspect of such reform but also the technical operative aspects of 
such reform, so that digital evidence can pass the legal test of reliability and fairness in law. 
Findings 
The research exposes a rather high disparity in the manner Pakistani courts accept and apply the 
standards of admissibility of digital evidence. The rulings on such basic issues of genuineness and 
trustworthiness are often contradictory as, on the one hand, certain judges accept digital evidence 
at face value and, on the other hand, require the impossible verification bar (Malik & Hussain, 
2023). Such discrepancy is specifically noticeable in situations related to terrorism, with the 
identical form of digital evidence (e.g., call data records or posts on social media) being handled 
differently by different high courts (Rehman et al., 2023). The absence of binding precedents or 
even judicial guidelines has resulted in a rather unstable legal environment where the probative 
power of digital evidence is not only subject to the personal knowledge of the judge, but also relies 
heavily on the tech-savviness of the presiding judge, rather than legal principles (Abbas & Sheikh, 
2023). This unpredictability compromises the principle of fair trials and increases the potential of 
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arbitrary decision making, especially when the case is held in a jurisdiction where digital evidence 
is the center of the prosecution case. 
Examination of procedural law in Pakistan revealed the main flaws of evidentiary protections, 
especially ones on the requirements of certification and chain of custody procedures. Provisions 
in the Qanun-e-Shahadat regarding electronic evidence (Articles 164 and 165) are not precise 
regarding technical requirements concerning authentication compared to other jurisdictions 
considered as comparators (Khan & Butt, 2023). It was found through field work that, out of a total 
of 68 percent cases sampled, digital evidence was either not certified properly or not fully 
documented in terms of chain of custody (Punjab Forensic Science Agency Report, 2023). Although 
the Prevention of Electronic Crimes Act 2016 is progressive in criminalizing cybercrimes, it does 
not provide well-defined guidelines on the collection and preservation of evidence, thus poses a 
common challenge to the prosecution when it comes to proving the integrity of evidence (Digital 
Rights Foundation, 2023). This and other gaps in procedures are further complicated by the lack 
of special digital evidence courts, so judges are required to transfer analog-era evidentiary rules 
to digital evidence (Federal Judicial Academy, 2023). 
The paper found the forensic capabilities of Pakistan to process digital evidence with grave 
limitations. The forensic laboratories in the provinces were surveyed and only 23 percent of them 
have certified digital forensic tools and only 11 percent of the examiners have international-level 
training (National Forensic Science Agency, 2023). The lack of expertise can be observed through 
the common occurrence of mishandling evidence; as demonstrated by a 42 percent of the cases 
analyzed showing traces of the inappropriate methods used to extract data that interfered with 
the integrity of evidence (Karachi Cyber Crime Unit Report, 2023). The technological limitation is 
also a matter of concern - the majority of the law enforcement branches do not even have basic 
write-blockers to preserve evidence, and only Federal Investigation Agency has an independent 
digital forensics laboratory up to the ISO standards (ICT Police Report, 2023). These systemic gaps 
form a self-perpetuating cycle in which low-quality evidence will cause judicial disbelief, which 
discourages the investment into forensic enhancements (Ministry of Interior, 2023). 
There are extreme differences between the Pakistani approach to digital evidence and those of 
more advanced regimes, as seen through comparative analysis with international best practices. 
In cases when the U.S. Federal Rules of Evidence (Rule 902) have a detailed specification of self-
authenticating digital evidence, the legislation of Pakistan does not have any similar explanations 
(American Bar Association, 2023). The UK principles on the handling of digital evidence (ACPO 
principles) have pointed out four main requirements that are not clear in the Pakistani procedures, 
namely that original data should not be changed, there should be documentation, examiner 
competency should be established, and accountability (UK Home Office, 2023). The more recent 
amendments to the Evidence Act (Section 65B) of India have some especially pertinent lessons, as 
they have managed very well to overcome many of the authentication issues that Pakistan is only 
now wrestling with (Delhi High Court, 2023). Such comparisons point out that even though 
Pakistan has made legislative advances by adopting PECA, the implementation is miles behind 
international norms both in technical and procedural areas (International Commission on Jurists, 
2023). 
Discussion 
The Pakistani judiciary in striking the balance between reliability and admissibility of digital 
evidence demonstrates the underlying conflicts between the reality of technology and 
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traditionalism in the law. The issue of the so-called reliability paradox also arises, as courts may 
require almost perfect chain of custody documentation (which, in the peculiarities of the field, is 
practically impossible in Pakistan due to the deficiencies of the forensic infrastructure), but then 
may receive digital evidence in high profile cases without adequate questioning (Malik & Hussain, 
2023). Such contradiction is due to the presence of two opposing judicial schools of thought, one 
which believes that any digital evidence is suspect unless it has physical analogues and the other 
which believes in a flexibility of standards examined in India in the so-called special reliability 
doctrine (Khan & Butt, 2023). In a recent split decision by the Supreme Court (State v. This division 
is best illustrated by Ahmad (2023 PLD SC 45) where most decisions classified WhatsApp messages 
as admissible and the minority insisted on the forensic validation of metadata. It even leads to 
judicial schizophrenia that has an unpredictable outcome, especially in cases of terrorism and 
financial crimes where digital evidence is dominant (Federal Judicial Academy Report, 2023). 
Through this evaluation what is given is that the courts of Pakistan should take a middle-ground 
i.e. they should consider the principle behind EU law of functional equivalency e.g. the digital 
evidence becomes valid when it has similar evidentiary use as the traditional evidence and they 
should also provide clear technical standards that can be used to validate evidence (European 
Commission on Digital Evidence, 2023). 
The increase of digital evidence in Pakistani courts has severely affected the rights to fair trial in 
contradictory manners. Although digital evidence has helped prosecutors to break up highly 
organized criminal groups (as was the case in the 2022 money laundering charges against currency 
smugglers), the same evidence has been used to violate rights by entrenching unlawful 
surveillance and weakly authenticated data (Digital Rights Foundation, 2023). There are no 
Pakistani counterparts to the U.S. Daubert standard or the UK Forensic Science Regulator, thus, 
the court has no instruments to adequately assess the expert testimony of the digital evidence 
(Rehman et al., 2023). Such inadequacy overburdens poor defendants; in a population of 120 
cybercrimes, 78 percent of indigent defendants were unable to provide reasons against the digital 
evidence of the prosecution due to the lack of funds to hire a counter-expert (Punjab Legal Aid 
Study, 2023). The scenario is in contravention of Article 10A of the Constitution of Pakistan (right 
to fair trial) since it will leave defendants with an unbalanced battlefield in which the digital 
capacities of the state will override their constitutional rights. Recently there has been increasing 
jurisprudence on this with judicial cognizance of these matters  farooq vs. The principle of 
transparency An important precedent for transparency was set by a 2023 Province of Punjab ( 
2023 PCRLJ 678) decision requiring prosecution disclosure of all digital forensic methodologies 
(Human Rights Watch, 2023). 
Deep-seated reforms are needed to address a failure of the systems in investigative, judicial, and 
legislative areas of Pakistan. The digital forensics unit of the Federal Investigation Agency needs 
to have its staff size of 50 trained analysts urgently increased to cater to the needs of the country 
(Ministry of Interior White Paper, 2023). Changes to the legislation must include the adoption of 
the standard for collecting digital evidence, known as the ISO 27037 standard, into PECA and 
Qanun-e-Shahadat, as well as establishing an independent Digital Evidence Review Board, based 
on the Singapore Cybercrime Act (International Commission on Jurists, 2023). Training on how to 
consider encryption, metadata, and cloud evidence should be a specialized course instead of the 
simple computer literacy lessons given during judicial training programs - it is possible to base the 
curriculum of the National Judicial Academy on digital evidence ( Indian example ) in Pakistan ( 
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Asian Development Bank Report, 2023). Most importantly, the changes should also achieve a 
balance between ensuring the utility of the evidence and safeguarding the rights of the accused 
by similarly following in the footsteps of South Africa regarding its Electronic Communications Act, 
which mandates that only a judge can pre-authorize the collection of digital evidence in criminal 
cases (Pretoria University Law Review, 2023). Such multilayered responses would not only put 
Pakistan on the map of regional leaders in the digital evidence governance, but also fill existing 
justice gaps. 
Conclusion 
Digital evidence has not been proven to be reliable and admissible in the Pakistani criminal justice 
system, and it is beset with legal uncertainties, procedural flaws, and institutional inability. 
Although there is an increasing use of digital evidence in processing cybercrimes, financial fraud, 
and terrorism-related crimes, owing to the lack of a coherent legal framework, as well as judicial 
interpretations, the use of such evidence suffers. The paper has found that although legislation 
such as the Prevention of Electronic Crimes Act (PECA) 2016 has been implemented in Pakistan, 
there is a lack of implementation as a result of ineffective forensic infrastructure, reluctance by 
the judicial system, and cybersecurity weaknesses. Not only do these difficulties undermine the 
integrity of criminal trials but there is also a chance that they will breach some basic rights to a fair 
trial found in Article 10A of the Constitution. Without urgent reforms, Pakistan’s justice system 
will continue to struggle in balancing technological advancements with evidentiary reliability, 
leaving it ill-equipped to handle the complexities of modern digital crimes. 
To bridge these gaps, Pakistan must adopt a multi-pronged approach that harmonizes legal 
standards with technological realities. Legislative clarity, judicial training, and forensic capacity-
building are imperative to ensure digital evidence meets the thresholds of admissibility and 
reliability. Comparative insights from jurisdictions like the U.S., UK, and India highlight the need 
for standardized protocols, robust authentication mechanisms, and safeguards against evidence 
tampering. By addressing these systemic deficiencies, Pakistan can enhance judicial confidence in 
digital evidence, uphold fair trial principles, and strengthen its criminal justice framework in the 
digital age. 
Recommendations 

1. Legislative Reforms: Amend the Qanun-e-Shahadat and PECA to include explicit standards 
for digital evidence authentication, chain of custody, and expert testimony. 

2. Specialized Courts: Establish dedicated cybercrime courts with judges trained in digital 
forensics to ensure consistent evidentiary rulings. 

3. Forensic Capacity Building: Invest in modern forensic labs and expand training programs 
for investigators and prosecutors on digital evidence handling. 

4. Judicial Training Mandates: Introduce compulsory digital evidence certification for judges 
through the Federal Judicial Academy. 

5. Standardized Guidelines: Develop a national digital evidence manual, incorporating ISO 
27037 standards for collection, preservation, and analysis. 

6. Expert Witness Panels: Create a roster of certified digital forensics experts to assist courts 
in evaluating technical evidence. 

7. Defendant Safeguards: Ensure legal aid for indigent defendants to challenge digital 
evidence through counter-expertise. 
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8. Cybersecurity Upgrades: Strengthen law enforcement capabilities to prevent evidence 
tampering and cyberattacks on digital repositories. 

9. Pre-Trial Scrutiny: Introduce judicial pre-authorization requirements for digital evidence 
collection to prevent unlawful surveillance. 

10. Comparative Benchmarking: Adopt best practices from jurisdictions like India and the UK, 
particularly on metadata verification and hearsay exceptions for system-generated 
evidence. 
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